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Welcome to the first issue. Every quarter, we will share with you what we are learning across legal aid technology,
what patterns are showing up in the environments we manage, and a short list of developments worth your

consideration. If something in the Briefing prompts a question, we're happy to dive into more depth.

S E C U R I T Y

Attackers are posing as IT support
The biggest threat to legal organizations right now does not involve malware at all. It involves a phone call,
and it is working.

Someone calls or emails an employee, says they are
from IT, and asks for something an IT provider might
plausibly  ask  for:  approving  an  MFA  prompt,
installing a remote access tool, sharing a screen for a
minute.

And  it  works  more  often  than  anyone  would  like.
Earlier  this  quarter  a  large  law  firm  disclosed  a
breach affecting roughly 37,000 people that started
when an employee sent documents to someone posing
as IT support. The FBI has warned that law firms are
being targeted with this  exact  playbook,  sometimes

including  attackers  who  show  up  in  person  as  IT
contractors when the phone call fails.

Credential theft and identity compromise
account for over half of observed threats
against legal organizations this year.

Industry  threat  reporting  puts  credential  theft  and
identity compromise at over half of observed threats
against  legal  organizations this  year.  Your technical
defenses can be excellent and none of them will stop
a person from being persuaded.

C A S E  M A N A G E M E N T

LegalServer 5 is coming, and it is bigger than an upgrade
The transition now has official dates. LegalServer 5
has  been  open  for  preview  and  testing  since
November 2025. Starting October 2, 2026, every user
can preview LS5 and switch back and forth with LS4,
with  a  site  administrator  override  for  organizations
that  want to control  the pace.  On January 1,  2027,
new  LS4  feature  development  stops,  with  only
security issues and material failures addressed from
there.  And April  2,  2027 is  the  working retirement
date: once LS4 is retired it will no longer be available,
and LegalServer has said it will adjust that date only
for compelling reasons.

On paper that makes the move a software transition.
In  practice,  most  organizations  open  the  hood  and
find  years  of  accumulated  workarounds,  one-off
customizations,  and  processes  nobody  ever  wrote
down, all of which have to be sorted out before staff
can work in the new system. The extra months are not
a reason to wait. The organizations that started early
are  treating  this  as  a  rare  chance  to  simplify  how
work actually flows, and the October 2 preview toggle
means  staff  will  start  forming  opinions  about  LS5
whether or not there is a plan. The ones that wait will
be doing the same work on a deadline.

B U D G E T

IT costs are changing shape
Two things  worth  building  into  next  year's  budget.
The shift  from on-premise servers to cloud services
means IT spending is now a recurring operating cost
that  grows  with  headcount,  not  a  capital  purchase
every five to seven years. Plan for it that way.

And  hardware  is  getting  more  expensive:  a  global
shortage of memory chips, driven largely by AI data
center  demand,  is  pushing up computer  prices  and
analysts expect it to run into 2027. If a device refresh
is in your plans, budget more than last time.



WHAT WE'RE SEEING

Patterns from across the environments we support, in aggregate.

Impersonation over malware. More account compromise
attempts, more phishing, more social engineering. A growing share
skips malware entirely in favor of a convincing phone call.

Work data on personal devices. Staff check email, files, and
case data from personal phones and laptops with nothing
protecting them. A lost device or a departing employee can mean
sensitive data sitting outside any managed environment,
indefinitely.

Intake friction. Duplicate data entry, inconsistent screening, long
intake processes. Demand keeps growing and capacity does not,
and the organizations making real progress are fixing the process
before buying technology for it.

Appetite for knowledge management. Organizations want
their documents, case-related and not, stored securely and actually
findable when someone needs them.

JUST-TECH IN THE FIELD

Verified support, both directions. We rolled out mutual identity
verification for sensitive support requests using Traceless, which
works with Duo, Okta, and Microsoft Authenticator. When a client
calls us with a sensitive request, we verify who they are before
acting. They can verify us the same way. Since impersonation is
the whole trick, this closes the door it comes through.

Catching what gets through. We have been deploying identity
detection and response across client Microsoft 365 environments.
A stolen session that already passed MFA looks like a normal login
to perimeter tools. This watches behavior instead, flags
compromised accounts quickly, and records everything the
attacker accessed, so you know what was exposed and what needs
to happen next. If we haven't talked with you about this yet, expect
to hear from us soon.

Consulting in the field. Our consulting team is deep in
LegalServer 5 planning, intake redesign, and business process
analysis with organizations across the community.

Knowledge management grows. Knowledge management
projects keep expanding, pairing SharePoint with secure AI so
sensitive documents stay protected and staff can actually find
them.

THE CHECKLIST

Three things worth doing this quarter.

1 Teach staff what IT will

never ask

No legitimate IT provider will call out
of the blue and ask an employee to
install remote-access software, hand
over an MFA code, or approve a
prompt. Every staff member should
know that, and should verify any
unexpected request through a
channel they already trust, like an
existing ticket. Never through a
number the caller provides. Put it on
the agenda for your next all-staff
meeting.

2 Get off text-message MFA

Microsoft retires SMS and voice-
based MFA in Entra ID on February
1, 2027, and the other major
platforms are moving the same
direction. Anyone whose only MFA
method is a text code will simply be
locked out when it hits. Find out who
that is in your organization now, and
start moving them to passkeys or
another phishing-resistant method.

3 Start LegalServer 5

planning now

Retirement has moved to April 2,
2027, but the preview window opens
to every user on October 2, which
makes this quarter the right time to
inventory your customizations,
workarounds, and undocumented
processes. Assign an owner now,
because the inventory takes longer
than anyone expects and it goes
better without a deadline breathing
on it.



S P O T L I G H T

JTAI: secure AI, built for legal aid
Most conversations about AI in legal aid stall on the
same  tension:  the  tools  are  clearly  useful,  and
nobody wants client data anywhere near them.

JTAI is our answer to that. It is a secure AI platform
built  for  legal  services  organizations,  and  the
difference  is  where  the  answers  come from:  your
own SharePoint documents, your LegalServer data,
your templates and policies, not the open internet.
An advocate can ask a plain-language question and
get an answer grounded in how your organization
actually  works.  Finding  the  right  precedent  takes
seconds.  Getting  oriented  on  an  unfamiliar  case
type  stops  requiring  a  colleague's  afternoon.

Everything runs with tenant isolation and US data
residency, so the security answer is built in rather
than bolted on.

JTAI came out of grant-funded pilots with legal aid
organizations and is now available by subscription.
The  best  way  to  evaluate  it  is  the  30-day  guided
pilot,  which  runs  on  your  own  real  content  in  a
structured scope, so you are judging it against your
actual work instead of a demo. If your organization
is trying to figure out what responsible AI adoption
looks  like,  we would be glad to  help  you think it
through. More at jtai.law.

Come find us in Cincinnati.
We will be at the Access to Justice Network Conference October 21 and 22, plus the pre-conference
day on the 20th. John Greiner and Brandon Slack are both on speaker panels. If you are going,
come say hello.

Questions about anything in this issue?

Your Just-Tech contact or support@just-tech.com. We would much rather plan early than untangle later.
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